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ACCEPTABLE USE POLICY (AUP) 

(AIAS EMPLOYEES) 
 

Below is the acceptable use policies which should be observed when using the school’s 
technology and ICT systems. 

 
1. All Staff should not use technology while in school and its ICT systems for phishing 

or engaging in identity theft; storing / distributing pornography or adult related 
content; promoting violence activities or any form of cyberbullying, making any 
offensive or discriminatory online messages to persons based on race, ethnicity, 
national origin, gender, gender identity, sexual orientation, age, physical or mental 
illness or disability, marital status, economic status, immigration status, religion, 
personal appearance, or other visible characteristics; infringing the intellectual 
property; soliciting or distributing digital information with the intent to create 
violence, cause personal harm or injury, or to harass, threaten or cyberstalk 
another individual;  and other related e-safety threats under UAE cyber law. 
 

2. Staff should not take pictures of students or staff or any school activities and post 
their personal information in their social media accounts for their personal gain. 
 

3. Only maximum of two devices are permitted to be connected to the AIAS system 
for teachers and administrators. Nannies and support personnel are permitted to 
have only one device connected to the system for school use. 
 

4. Staff should use the AIAS authorized staff network for WIFI connection. Staff 
should not attempt to hack or bypass the school network filters. Any threat to 
security policies will be considered as violation of the AUTP policy and will result 
in disciplinary actions. 
 

5. Staff are fully responsible to secure and monitor their own school accounts to 
include emails, staff portal, Exact Path, Seesaw, Class Dojo, NWEA accounts, e-
books and many more. Accessing accounts of other staff is strictly prohibited and 
shall be subjected to disciplinary actions. Staff should use only their school email 
account to access any authorized applications identified by the school. 
 

6. Never use the official email for any personal use, as the official email will be 
handover to the new staff once you leave the school. 
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7. Support staff not allowed to use school WIFI connection unless they have any 
school related trainings. Temporary WIFI connection will be provided for such 
training purposes. 
 

8. Plagiarism / copyright is a violation as per the of the School policy. Staff should 
cite all web sources in their PPTs or any academic teaching activity. This also 
includes all forms of media on the Internet, such as graphics, 
movies, music, and text.  
 

9. Staff are not allowed to answer calls using mobile phones during their classes and 
social media account during working hours. 
 

10. Any e-safety threat or incident noticed by the staff then they should immediately 
report & follow the incident reporting & communication policy system of e-safety. 
 

11. Staff are not to impersonate any person living or dead, organization, business, or 
other entity. 
 

12. Staff should not disclose school trade secrets, or confidential or proprietary 
information, including student record information that are in digital form, or share 
videos, and photographs without authorization or without proper security measures 
that violates UAE law, school rule, policy, or guideline. 
 

13. Staff should not falsify, tamper with, or make unauthorized changes, additions or 
deletions to data located on the School Network or School systems.  
 

14. Staff should not install, download, or use unauthorized software or third-party 
system games, programs, files, electronic media, and/or applications from the 
unauthorized websites that may cause a threat to the School Network. 
 

15. Staff should strictly adhere to the provisions of the E-Safety handbook and must 
be fully aware of the current policies being implemented. He/She must be 
subjected to disciplinary actions whenever provisions are violated under judicious 
investigations. 

 
 


