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Cyberbullying 

 

Introduction: 

Cyberbullying is the use of technology to harass another person. This may take place 

on the Internet through email, social media, or forums, or through text messages via 

cell phone. These messages may be intentionally mean-spirited or threatening. In 

some instances, the bully begins and spreads harmful rumors about the victim. This 

might also include distributing unflattering or sexually suggestive pictures of the 

victim, often with hurtful commentary. A cyberbully may even go so far as to pose 

as another person online to hurt them or steal their account information and use it to 

send destructive messages. 

The Internet gives people a tool that allows them to spread these hurtful messages, 

rumors, and photographs all over the world. Many of these things are cached 

permanently on the Internet, which means the negative effect may never end. 

Cyberbullying can do more than damage a person's reputation. It can cause 

depression and anxiety, and lead to suicide, especially in young people such as 

teenagers. (Cyberbullying, n.d.) 

Tips for Students to Prevent Cyberbullying 

 

Technology and social media play an ever-present part in teen's lives, making them 

vulnerable to cyberbullying. However, there are a few things that teens can do to 

reduce their chances of getting bullied. 

1. Educate yourself: To prevent cyberbullying from occurring you must 

understand exactly what it is. Research what constitutes cyberbullying, how 

and where it occurs, and talk with your friends about what they are seeing and 

experiencing.  
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2. Protect your password: Safeguard your password and all private information 

from inquisitive peers. You don't want to give bullies the opportunity to post 

false/private/embarrassing information or pictures on your social media pages 

or send them to the whole school through email.  

3. Keep photos PG: Before sending a racy photo of yourself to a peer or posting 

it online, consider if this is something you would want others to see, especially 

your family. Bullies can use this picture as ammunition to make your life 

miserable.  

4. Pause before you post: Don't post anything that can compromise your 

reputation. People will judge you based on how you appear to them online, 

and like point #3, bullies can use it as fuel.  

5. Raise awareness: Bring awareness to cyberbullying whether it be through a 

movement, a club an event or campaign. Knowledge is power.  

6. Set up privacy controls: Restrict who can see your online profiles to only 

trusted friends.  

7. "Google" yourself: Every once in a while, search our name on all major 

search engines and see if any personal information or photos come up. If you 

find something that can be used by cyberbullies to target you, take action and 

have it removed.  

8. Never open messages from people you don't know: Delete all messages 

without reading them from people you don't know, as they could contain 

viruses and infect your computer. The same goes for messages from known 

bullies. It is best to not engage and ignore them.  

9. Don't be a cyberbully: remember the phrase your parents instilled in you as 

a kid "treat other as you want to be treated". If you are mean to others online, 

it reinforces the idea that that kind of behavior is acceptable.  

10. Log out of your accounts on public computers: Similar to not sharing your 

passwords, don't give anyone the slightest chance to pose as you or to share 

false information. Also, by staying logged in, you run the risk of the bully 

changing your password and locking you out for a period of time.  

(LENCH, n.d.) 

https://www.momsteam.com/node/4672
https://www.momsteam.com/node/4672
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Tips for Parents to Prevent Cyberbullying 

 

As we know all too well these days, bullying can happen anytime, anywhere and to 

anyone, from the youngest children in day care (or even at home) and beyond. The 

following tips will help parents find ways to detect, prevent and deal with the 

bullying of young children. 

1. Be your child's go-to person. Make sure your child always feels safe telling 

you about incidents at school, at play in the neighborhood, at church/Sunday 

school, during sports, or even at home from the other parent or a sibling. I 

know a family that goes around the dinner table and everyone (parents and 

children alike) share the best thing that happened during the day and the worst 

thing that happened during the day. This helps everyone learn to appreciate 

and really notice when someone is kind and opens a door for them, or plays 

with them on the playground. To illustrate that no one is exempt from rudeness 

or bullying, other family members should share with their child/children bad 

situations at work or when they were young. Exploring how to handle the 

"bad" situations can be a teaching/learning moment for all members of the 

family. 

2. Parents, don't be an inadvertent bully. If the parent is constantly saying 

things that make a child feel bad about themselves, this is form of bullying. 

You may hear yourself saying, "I know you can get better grades." But the 

child may be hearing only, "I'm stupid and won't ever be able to please 

anyone." Listen to what you say often to your child and make sure you aren't 

behaving in a manner that would not be acceptable behavior from others. 

3. Discuss what actions can be considered bullying. Help your child see that 

bullying can be words, actions, ignoring someone, giggling and pointing. 

Discuss ways to positively respond to each instance.  

4. Welcome your child's friends into your home. Perhaps even invite their 

whole family to a cookout or other event so that you can get to know the 

parents. If any of the friends seem to have an unusual amount of power over 

https://www.momsteam.com/node/5092
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your child, you may need to help your child see that this person is not a true 

friend if everything always has to be their way. 

5. Stop sibling bullying. Sometimes the bullying is being done by a sibling. If 

one child seems to have dominance over another child, sit down immediately 

and let them know that this behavior will NOT be tolerated. Make sure to 

follow through and discipline the bully when you see this happening either in 

the way she/he treats their sibling. Also make sure the child being bullied feels 

safe in coming to you. 

6. Discipline your children appropriately if you see them doing or saying (or 

texting) something that you don't consider kind. That way others--teachers, 

other parents or day care workers, etc.--don't have to become the 

disciplinarian. 

7. Help your child think of ways to react to bullying. For instance, if they are 

being teased about wearing glasses, perhaps there is a phrase they use to make 

the other person think twice about making comments like that again. If the 

child is being teased for being overweight, perhaps the whole family can 

review their eating habits and activities and work together to lose weight and 

feel better. Taking steps to change things, or practicing ways to react to mean 

comments, will make a child feel ready to stand up for themselves or others 

when they see bullying happening. 

8. Understand cyber-bullying (points 8, 9 and 10 are for when your child gets 

a little older). One of the newest arenas where a child can feel helpless against 

what is being said or shown in pictures about them is online. Make sure to 

carefully monitor screen time in a way that feels protective to your child and 

not intrusive. The more conversations you have with your kids about what 

occurs online, the more likely they will be able to talk to you about what's 

going on. Take every opportunity to teach them how to manage themselves in 

confusing situations. 

9. Learn the latest lingo. This includes verbal, texting and online slang. Do you 

know that CD9 means parents are around and that 99 means parents have left? 

Your child may be hiding something that can lead to poor self-esteem, 

depression, even suicide. 

10. Remember the Golden Rule. "Do onto others as you would have them do 

onto you" is still great advice. A friend's child was having trouble on the 
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school bus with one particular boy. The mother suggested that this child might 

not know the right way to be a friend. So, the child being bullied went out of 

his way to be extra nice to the bully. Once the bully realized there was a 

different way to act, the two children became real friends. 

(Weck, n.d.) 

Ten Ways to Tell If Your Child Is A Bully 

 

The National Education Association estimates that 160,000 children miss school 

every day due to fear of attack or intimidation by other students.  Could they be 

skipping school because of your child? 

How can you tell if your child is the bully? Here are ten common behaviors: 

1. Lacks empathy, meaning that he* does not understand (or care about) how 

another person might feel in a situation, or be able - or willing - to put himself 

in another child's shoes. A further extension of the ability to empathize with 

another is the understanding of how, given a set of circumstances, two people 

might feel differently. 

2. Does not accept responsibility for his behavior. He always has an excuse 

for things that happen and it's rarely, if ever, his fault. As a matter of fact, 

when confronted about his part in incident of aggression, whether it is 

physical, verbal or online, he often demonstrates little emotion, and may act 

as if the victim somehow deserved it anyway. 

3. Lacks remorse for hurting, humiliating, or violating his target. When 

caught dead-to rights-wrong, it's not uncommon for him to express a false 

apology so as to appear compliant as well as to keep out of trouble. He's not 

sorry for what he did, he's only sorry that he got caught. 

4. Disregards the rights of others, but demands that his rights be 

respected. For instance, no one is allowed to go into his bedroom or to use 

his things, but he's free to take what he wants from his siblings, you or others. 
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5. Manipulates others and needs to get his way when he has not earned 

it. For example, his homework or chores have not been completed, but he tries 

to negotiate a deal with you, even after he's been told, "No."  When 

manipulation is unsuccessful, he's easily frustrated. Aggressive children are 

invested in winning and can't tolerate feeling like a loser. They don't get the 

benefits of cooperation or the concept of shared victories. They put their own 

desires over the needs and desires of others. 

6. Dominates and control others, including peers, you and sometimes other 

adults.  He won't back down in a power struggle. You give in because it's 

easier than dealing with your child or teen's meltdown, aggressive behavior, 

threats or moodiness. The balance of power has shifted and the family 

dynamic has changed. Under these circumstances, the child or teen wins and 

everyone loses.  

7. Disregards rules and defies authority figures. Examples include breaking 

curfew, incomplete homework assignments, accumulating speeding tickets, 

etc. These children often act as if the rules do not apply to them.  

8. Acts or plays aggressively with others, including siblings, classmates, 

girlfriends or boyfriends. Someone is always getting hurt, feeling left out or 

feeling badly. Oftentimes, other less-powerful children try to befriend the 

aggressive adolescent in order to raise their own social status or to avoid 

becoming targets. 

9. Possesses too much money or other expensive items that are likely taken 

from other children, teachers or parents. 

10. You receive calls from other parents or from school administrators. No 

parent wants to hear that their child is causing problems. However, where 

there's smoke, there's usually fire.  These calls may be some of the most 

important warning signals you get, and they need to be taken seriously.  Never 

say never, because if you do you, your child and their victims may live to 

regret it. 

 (MILLER, n.d.) 
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The top 10 questions on cyberbullying by UNICEF 

 

1. Am I being bullied online? How do you tell the difference between a 

joke and bullying? 

UNICEF:  

All friends joke around with each other, but sometimes it’s hard to tell if someone is 

just having fun or trying to hurt you, especially online. Sometimes they’ll laugh it 

off with a “just kidding,” or “don’t take it so seriously.”  

But if you feel hurt or think others are laughing at you instead of with you, then the 

joke has gone too far. If it continues even after you’ve asked the person to stop and 

you are still feeling upset about it, then this could be bullying. And when the bullying 

takes place online, it can result in unwanted attention from a wide range of people 

including strangers. Wherever it may happen, if you are not happy about it, you 

should not have to stand for it. 

Call it what you will – if you feel bad and it doesn’t stop, then it’s worth getting 

help. Stopping cyberbullying is not just about calling out bullies, it’s also about 

recognizing that everyone deserves respect – online and in real life. 

2. What are the effects of cyberbullying? 

UNICEF: 

When bullying happens online it can feel as if you’re being attacked everywhere, 

even inside your own home. It can seem like there’s no escape. The effects can last 

a long time and affect a person in many ways: 
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• Mentally — feeling upset, embarrassed, stupid, even angry  

• Emotionally — feeling ashamed or losing interest in the things you love 

• Physically — tired (loss of sleep), or experiencing symptoms like stomach 

aches and headaches  

The feeling of being laughed at or harassed by others, can prevent people from 

speaking up or trying to deal with the problem. In extreme cases, cyberbullying can 

even lead to people taking their own lives.  

Cyberbullying can affect us in many ways. But these can be overcome, and people 

can regain their confidence and health.  

3. Who should I talk to if someone is bullying me online? Why is reporting 

important? 

UNICEF:  

If you think you’re being bullied, the first step is to seek help from someone you 

trust such as your parents, a close family member or another trusted adult. 

In your school you can reach out to a counsellor, the sports coach or your favorite 

teacher. 

And if you are not comfortable talking to someone you know, search for a helpline 

in your country to talk to a professional counsellor. 

If the bullying is happening on a social platform, consider blocking the bully and 

formally reporting their behavior on the platform itself. Social media companies are 

obligated to keep their users safe. 

https://www.childhelplineinternational.org/
https://www.childhelplineinternational.org/
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It can be helpful to collect evidence – text messages and screen shots of social media 

posts – to show what’s been going on. 

For bullying to stop, it needs to be identified and reporting it is key. It can also help 

to show the bully that their behavior is unacceptable. 

If you are in immediate danger, then you should contact the police or emergency 

services in your country. 

Facebook/Instagram:  

If you’re being bullied online, we encourage you to talk to a parent, teacher or 

someone else you can trust -- you have a right to be safe. We also make it easy to 

report any bullying directly within Facebook or Instagram. 

You can always send our team an anonymous report from a post, comment or story 

on Facebook or Instagram. 

We have a team who reviews these reports 24/7 around the world in 50+ languages, 

and we’ll remove anything that’s abusive or bullying. These reports are always 

anonymous. 

We have a guide on Facebook that can help lead you through the process of dealing 

with bullying -- or what to do if you see someone else being bullied. On Instagram, 

we also have a Parent’s Guide that provides recommendations for parents, guardians 

and trusted adults on how to navigate cyberbullying, and a central hub where you 

can learn about our safety tools. 

https://www.facebook.com/safety/bullying/teens
https://about.instagram.com/community/parents
http://safety.instagram.com/
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Twitter:  

If you think that you are being cyberbullied, the most important thing is to ensure 

you are safe. It’s essential to have someone to talk to about what you are going 

through. This may be a teacher, another trusted adult, or a parent. Talk to your 

parents and friends about what to do if you or a friend are being cyberbullied. 

We encourage people to report accounts to us that may break our rules. You can do 

this through the support pages on our Help Center or through the in-Tweet reporting 

mechanism by clicking on the “Report a Tweet” option. 

4. I’m experiencing cyberbullying, but I’m afraid to talk to my parents 

about it. How can I approach them? 

UNICEF:  

If you are experiencing cyberbullying, speaking to a trusted adult – someone you 

feel safe talking to – is one of the most important first steps you can take. 

Talking to parents isn’t easy for everyone. But there are things you can do to help 

the conversation. Choose a time to talk when you know you have their full attention. 

Explain how serious the problem is for you. Remember, they might not be as familiar 

with technology as you are, so you might need to help them to understand what’s 

happening. 

They might not have instant answers for you, but they are likely to want to help and 

together you can find a solution. Two heads are always better than one! If you are 

still unsure about what to do, consider reaching out to other trusted people. There 

are often more people who care about you and are willing to help than you might 

think! 

https://help.twitter.com/en
https://www.unicef.org/end-violence/how-to-stop-cyberbullying#3


 

 

 Cyberbullying 13 

 

5. How can I help my friends report a case of cyberbullying especially if 

they don’t want to do it? 

UNICEF:  

Anyone can become a victim of cyberbullying. If you see this happening to someone 

you know, try to offer support. 

It is important to listen to your friend. Why don’t they want to report being 

cyberbullied? How are they feeling? Let them know that they don’t have to formally 

report anything, but it’s crucial to talk to someone who might be able to help. 

Remember, your friend may be feeling fragile. Be kind to them. Help them think 

through what they might say and to whom. Offer to go with them if they decide to 

report. Most importantly, remind them that you’re there for them and you want to 

help. 

If your friend still does not want to report the incident, then support them in finding 

a trusted adult who can help them deal with the situation. Remember that in certain 

situations the consequences of cyberbullying can be life threatening. 

Doing nothing can leave the person feeling that everyone is against them or that 

nobody cares. Your words can make a difference. 

Facebook/Instagram:  

We know that it can be hard to report someone. But, it’s never OK to bully anyone. 

Reporting content to Facebook or Instagram can help us better keep you safe on our 

platforms. Bullying and harassment are highly personal by nature, so in many 
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instances, we need a person to report this behavior to us before we can identify or 

remove it. 

Reporting a case of cyberbullying is always anonymous on Instagram and Facebook, 

and no one will ever know you let us know about this behavior. 

You can report something you experience yourself, but it’s also just as easy to report 

for one of your friends using the tools available directly in the app. More information 

on how to report something is included in Instagram’s Help Center and 

on Facebook’s Help Center. 

You could also let your friend know about a tool on Instagram called Restrict, where 

you can discreetly protect your account without having to block someone -- which 

can seem harsh for some people. 

Twitter: 

We enabled bystander reporting which means that you can make a report on behalf 

of another person. This can now be done for reports of private information and 

impersonation as well. 

6. How do we stop cyberbullying without giving up access to the Internet? 

UNICEF:  

Being online has so many benefits. However, like many things in life, it comes with 

risks that you need to protect against. 

If you experience cyberbullying, you may want to delete certain apps or stay offline 

for a while to give yourself time to recover. But getting off the Internet is not a long-

https://help.instagram.com/547601325292351?helpref=search&sr=1&query=bullying
https://www.facebook.com/help/181495968648557/
https://instagram-press.com/blog/2019/07/08/our-commitment-to-lead-the-fight-against-online-bullying/
https://help.twitter.com/en/safety-and-security/helping-with-online-abuse


 

 

 Cyberbullying 15 

 

term solution. You did nothing wrong, so why should you be disadvantaged? It may 

even send the bullies the wrong signal — encouraging their unacceptable behavior.  

We all want cyberbullying to stop, which is one of the reasons reporting 

cyberbullying is so important. But creating the Internet we want goes beyond calling 

out bullying. We need to be thoughtful about what we share or say that may hurt 

others. We need to be kind to one another online and in real life. It's up to all of us! 

Facebook/Instagram:  

Keeping Instagram and Facebook safe and positive places for self-expression is 

important to us -- people will only be comfortable sharing if they feel safe. But, we 

know that cyberbullying can get in the way and create negative experiences. That’s 

why at Instagram and Facebook, we’re committed to leading the fight against 

cyberbullying. 

We’re doing this in two main ways. First, by using technology to prevent people 

from experiencing and seeing bullying. For example, people can turn on a 

setting that uses artificial intelligence technology to automatically filter and hide 

bullying comments intended to harass or upset people. 

Second, we’re working to encourage positive behavior and interactions by giving 

people tools to customize their experience on Facebook and Instagram. Restrict is 

one tool designed to empower you to discreetly protect your account while still 

keeping an eye on a bully. 

https://instagram-press.com/blog/2018/05/01/protecting-our-community-from-bullying-comments-2/
https://instagram-press.com/blog/2018/05/01/protecting-our-community-from-bullying-comments-2/
https://instagram-press.com/blog/2019/07/08/our-commitment-to-lead-the-fight-against-online-bullying/
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Twitter:  Since hundreds of millions of people share ideas on Twitter, it’s no 

surprise that we don’t all agree. That’s one of the benefits because we can all learn 

from respectful disagreements and discussions. 

But sometimes, after you’ve listened to someone for a while, you may not want to 

hear them anymore. Their right to express themselves doesn’t mean you’re required 

to listen. 

7. How do I prevent my personal information from being used to 

manipulate or humiliate me on social media? 

UNICEF:  

Think twice before posting or sharing anything online – it may stay online forever 

and could be used to harm you later. Don’t give out personal details such as your 

address, telephone number or the name of your school. 

Learn about the privacy settings of your favorite social media apps. Here are some 

actions you can take on many of them:  

• You can decide who can see your profile, send you direct messages or 

comment on your posts by adjusting your account privacy settings.  

• You can report hurtful comments, messages and photos and request they be 

removed. 

• Besides ‘unfriending’, you can completely block people to stop them from 

seeing your profile or contacting you. 

• You can also choose to have comments by certain people to appear only to 

them without completely blocking them. 

• You can delete posts on your profile or hide them from specific people.  
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On most of your favorite social media, people aren't notified when you block, restrict 

or report them. 

8. Is there a punishment for cyberbullying? 

UNICEF:  

Most schools take bullying seriously and will take action against it. If you are being 

cyberbullied by other students, report it to your school. 

People who are victims of any form of violence, including bullying and 

cyberbullying, have a right to justice and to have the offender held accountable. 

Laws against bullying, particularly on cyberbullying, are relatively new and still do 

not exist everywhere. This is why many countries rely on other relevant laws, such 

as ones against harassment, to punish cyberbullies. 

In countries that have specific laws on cyberbullying, online behavior that 

deliberately causes serious emotional distress is seen as criminal activity. In some of 

these countries, victims of cyberbullying can seek protection, prohibit 

communication from a specified person and restrict the use of electronic devices 

used by that person for cyberbullying, temporarily or permanently. 

However, it is important to remember that punishment is not always the most 

effective way to change the behavior of bullies. It is often better to focus on repairing 

the harm and mending the relationship. 

Facebook/Instagram: 

On Facebook, we have a set of Community Standards, and on Instagram, we 

have Community Guidelines that we ask our community to follow. If we find 

https://www.facebook.com/communitystandards/bullying
https://help.instagram.com/477434105621119
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content that violates these policies, like in the case of bullying or harassment, we’ll 

remove it. 

If you think content has been removed incorrectly, we also allow for appeals. On 

Instagram, you can appeal content or account removal through our Help Center. On 

Facebook, you can also go through the same process on the Help Center. 

Twitter: 

We strongly enforce our rules to ensure all people can participate in the public 

conversation freely and safely. These rules specifically cover a number of areas 

including topics such as: 

• Violence 

• Child sexual exploitation 

• Abuse/harassment 

• Hateful conduct 

• Suicide or self-harm 

• Sensitive media, including graphic violence and adult content 

As part of these rules, we take a number of different enforcement actions when 

content is in violation. When we take enforcement actions, we may do so either on 

a specific piece of content (e.g., an individual Tweet or Direct Message) or on an 

account. 

You can find more on our enforcement actions here. 

 

https://help.instagram.com/366993040048856
https://www.facebook.com/help/185747581553788/
https://help.twitter.com/en/rules-and-policies/twitter-rules
https://help.twitter.com/en/rules-and-policies/enforcement-options
https://help.twitter.com/en/rules-and-policies/enforcement-options
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9. Internet companies don’t seem to care about online bullying and 

harassment. Are they being held responsible? 

 

UNICEF:  

Internet companies are increasingly paying attention to the issue of online bullying. 

Many of them are introducing ways to address it and better protect their 

users with new tools, guidance and ways to report online abuse. 

But it is true that even more is needed. Many young people experience 

cyberbullying every day. Some face extreme forms of online abuse. Some have 

taken their own lives as a result. 

Technology companies have a responsibility to protect their users especially 

children and young people. 

It is up to all of us to hold them accountable when they’re not living up to these 

responsibilities. 

10. Are there any online anti-bullying tools for children or young people? 

UNICEF:  

Each social platform offers different tools (see available ones below) that allow 

you to restrict who can comment on or view your posts or who can connect 

automatically as a friend, and to report cases of bullying. Many of them involve 

simple steps to block, mute or report cyberbullying. We encourage you to explore 

them. 

https://www.unicef.org/end-violence/how-to-stop-cyberbullying#7
https://www.unicef.org/end-violence/how-to-stop-cyberbullying#7
https://www.unicef.org/end-violence/how-to-stop-cyberbullying#10
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Social media companies also provide educational tools and guidance for children, 

parents and teachers to learn about risks and ways to stay safe online. 

Also, the first line of defense against cyberbullying could be you. Think about 

where cyberbullying happens in your community and ways you can help – by 

raising your voice, calling out bullies, reaching out to trusted adults or by creating 

awareness of the issue. Even a simple act of kindness can go a long way. 

If you are worried about your safety or something that has happened to you online, 

urgently speak to an adult you trust. Many countries have a special helpline you 

can call for free and talk to someone anonymously. Visit Child Helpline 

International to find help in your country. 

Facebook/Instagram:  

We have a number of tools to help keep young people safe: 

• You can opt to ignore all messages from a bully or use our Restrict tool to 

discreetly protect your account without that person being notified. 

• You can moderate comments on your own posts. 

• You can modify your settings so that only people you follow can send you a 

direct message. 

• And on Instagram, we send you a notification you’re about to post 

something that might cross the line, encouraging you to reconsider. 

For more tips on how to protect yourself and others from cyberbullying, check out 

our resources on Facebook or Instagram. 

https://www.childhelplineinternational.org/
https://www.childhelplineinternational.org/
https://instagram-press.com/blog/2019/07/08/our-commitment-to-lead-the-fight-against-online-bullying/
https://instagram-press.com/blog/2018/05/01/protecting-our-community-from-bullying-comments-2/
https://instagram-press.com/blog/2019/12/16/our-progress-on-leading-the-fight-against-online-bullying/
https://www.facebook.com/safety/bullying/teens
http://safety.instagram.com/
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Twitter: 

If people on Twitter become annoying or negative, we have tools that can help 

you, and the following list is linked to instructions on how to set these up.  

• Mute - removing an account's Tweets from your timeline without 

unfollowing or blocking that account 

• Block - restricting specific accounts from contacting you, seeing your 

Tweets, and following you 

• Report - filing a report about abusive behavior 

(Unicef, n.d.) 
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